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FHE Deployment
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FHE Deployment
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Developing and Deploying FHE Applications is
Notoriously Hard



FHE Programming Paradigm
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Evolution of FHE Development

void f(...)
{
3 z Z mul_inp(a,b);
relin_inp(a);
add_plain_inp(a,3)

square_inp(z,z);
relin_inp(a);
sub_inp(a,z);
return a;
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Evolution of FHE Development

void f(...)
{

ctxt ab = a*b + 3;
return ab - z*z; ’

}
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Evolution of FHE Development
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void f(...)

{

ctxt ab = a*b + 3;
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Contributions

Architecture

Optimizations






End-to-End FHE Toolchain

Computer Program FHE Compiler

s

Circuit Opit.

FHE Application

FHE Library

(e.g. Microsoft SEAL)
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End-to-End FHE Toolchain
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End-to-End FHE Toolchain
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End-to-End FHE Toolchain
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End-to-End FHE Toolchain

Computer Program

FHE Compiler

Backend Targets

Prog Opt Crypto Opt. Target Opt.

S el
'y o Lmme
@& = | S

I- ililill

FHE

TTTTTITY

ﬂ 1=

17



HECO Architecture
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SIMD-like Parallelism

int[] foo(int[] x,int[] y){

int[] r;
for(i =0; 1 < 6; ++i1){
) rli] = x[i] * y[i]

return r;

Standard C++ Batched FHE

int[] foo(int[] a,int[] b){

return a * b;

No efficient free permutation or scatter/gather

ay,
a’

SIMD Batching

x A
A

rotate

x

Only cyclical rotations
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img out = img.copy()
w=[[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = ©
for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
t += w[i+1][F+21] * img[ ((x+1i)*N+(y+]))%N]
img out[ (x*N+y)%N] = 2*img[ (x*N+y)”N] - t
return img_out

1
2
3
4
5
6
7
8
9
0
1

1
1

9N? Homomorphic Multiplications

_—
T
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Example: Simple Image Processing

I @template(N)
’2| def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img out = img.copy()
w=[[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = ©
t += w[@][0] * img[((x-1)*N+(y-1))%N]

t += w[1][0] * img[ (x*N+(y-1))%N]

t += w[2][0] * img[ ((x+1)*N+(y-1))%N]
t += w[O][1] * img[((x-1)*N+y)%N]

t += w[1l][1] * img[ (x*N+y)%N]

t +=w[2][1] * img[ ((x+1)*N+y)%N]

t += w[0][2] * img[ ((x-1)*N+(y+1))%N]
t += w[1][2] * img[ (x*N+(y+1))%N]

t +=w[2][2] * img[ ((x+1)*N+(y+1))%N]

img out[ (x*N+y)%N]| = 2*img[ (x*N+y)%N] - t
return img_out



Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor|[N, Secret[f64]]):
img out = img.copy()
w=[[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = ©

1
2
3
4
5
6
7
8

t +=w * temp

img out[ (x*N+y)%N]| = 2*img[ (x*N+y)%N] - t
return img_out

N2 Batched Homomorphic Multiplications?
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor|[N, Secret[f64]]):
img out = img.copy()
w=[[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = ©

1
2
3
4
5
6
7
8

t +=w * temp
img out[ (x*N+y)%N]| = 2*img[ (x*N+y)%N] - t
return img_out

24



Example: Simple Image Processing

img out = img.copy()
w=[[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = ©
temp[0] = img[((x-1)*N+(y-1))%N]

I8 @template(N) /
72\ def LaplaceSharpening(img: Tensor|[N, Secret[f64]]): dm&i

temp[1] = img[ (x*N+(y-1))%N]
temp[2] = img[ ((x+1)*N+(y-1))%N]
temp[3] = img[ ((x-1)*N+y)%N]
temp[4] = img[ (x*N+y)%N]

temp[5] = img[ ((x+1)*N+y)%N]
temp[6] = img[ ((x-1)*N+(y+1))%N]
temp[7] = img[ (x*N+(y+1))%N]
temp[8] = img[ ((x+1)*N+(y+1))%N]

t +=w * temp
img out[ (x*N+y)%N] = 2*img[ (x*N+y)%N] - t
return img out

N2 Homomorphic Multiplications + 9N?2 Homomorphic Rotations @



Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img out = img.copy()
w=[[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = ©
for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
t += w[i+1][j+1] * img[ ((x+1i)*n+(y+]))%N]
img out[(x*n+y)%N] = 2*img[ (x*n+y)”N] - t
return img_out
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img out = img.copy()
w=[[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = ©
for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
t += w[i+1][j+1] * img[ ((x+1i)*n+(y+]))%N]
img out[(x*n+y)%N] = 2*img[ (x*n+y)”N] - t
return img_out
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Example: Simple Image Processing
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@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img out = img.copy()
w=[[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = ©
for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
t += w[i+1][j+1] * img[ ((x+1i)*n+(y+]))%N]
img out[ (x*n+y)%N] = 2*img[ (x*n+y)%N] - t
return img_out
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Example: Simple Image Processing
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@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img out = img.copy()
w=[[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = ©
for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
t += w[i+1][j+1] * img[ ((x+1i)*n+(y+]))%N]
img out[ (x*n+y)%N] = 2*img[ (x*n+y)%N] - t
return img_out
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Example: Simple Image Processing

@template(N)
def LaplaceSharpening(img: Tensor[N, Secret[f64]]):
img out = img.copy()
w=[[1, 1, 1], [1, -8, 1], [1, 1, 1]]
for x in range(N): # loop over pixels
for y in range(N): t = ©
for j in range(-1, 2): # apply kernel
for i in range(-1, 2):
t += w[i+1][j+1] * img[ ((x+1i)*n+(y+]))%N]
img out[ (x*n+y)%N] = 2*img[ (x*n+y)%N] - t
return img_out

1
2
3
4
5
6
-
8
9
0
1

1
1

EEEEEEEEEEEEEER
ENEEEEEEEEEEEEE
EEEEEEEEEEEEEEN-
HEEEEEEEEEEEEEEN
EEEEEEEEEEEEEEN-
HEEEENEEEEEEEEEN
HNEEEEEENEEEEEN-
HEEEEEEEENEEEEN -
HEEEEEEEEEEEEEN-

wie][e]
wie][1]
wie][2]
wi1][e]
wl1][1]
wi1][2]
wi2][e]
wl2][1]
wi2][2]

HEEEEEN
HEEEEEN
HETTNEN
|1
HESOEE
HEEEEEN

30



Adgarithin 2 Baiching Fass

Generalizing Batching =~ {juqeithin Bt il )

u
3 WEeG
freach ap e M Atypelap) = Beaeeret:
i = BELEOTTARGETRLOT (ap, V', E)
&[T |-ﬂ-ifsh£ ONvERSION(ap, 15,V E)
freach v & VA (ap.y) &
e e estrat v 4]
HEFLACE( w0,V E)

W peneediee BEEECTTARBETELOT (ap, 1 E)

i Foveaeh v E WA (apov) E E

i awlteh |

3 pase i dnaet |00 el
£h caEe b urn: eebaen 0
4 Faveaeh v E VA (vop) € E

i awiteh -

. ancn Eha azxvrdEea ot 1+



i awlieh |

kL pase Huednsert |00 el
i e e el pen: rebuen

i foveaeh v E YA (vop) & E

awiteh -

fii ease Hheesivaet| )

?:

h

Generalizing Batching

Peburn |

a0 relurn
i pracedure OPERANDUONVERSION (ap 15, 1 E)
ay Faveaeh v E WA (wap) € EATvpe(y) = e s
! switeh
44 eaE e esiraet (v, )
4 i = therntately, = 15)

1 HEREACE( M, E)
4i; Vitik ﬂﬁ k| p):
i y £ HI—#*F AT(p)

T ETT N | JL




Y BFHEEHHFE LIPERARHU DR YVERBILNIHH 1Y 'V E)
Generalizing Batching @i Baessehe e 000 (ol & A bvpmiv] = s

a0 awilih v

43 ease hepsiraet (v, f):

14 i = Heroiatels, =iy

a4 HErEACE( W 1 E)

35 ease et p)

ot = HEFEAT( )

a7 W= Fheist ()

aa; HErLACE(v W, T E)

a peaeedure HERLACE(v 0, 1V E)

i e\ vh U ud

At Fereash woe A 1) EES

= Ee= (E\{(vw) L ()

o Foreaeh woe 1A () E E

s o= (E\ v U (wnd )




Evaluation: Effect of Batching

Comparing against “Naive” (non-batched) implementation and “Optimal” synthesis-based solution [CD+21]

100

Time [s]
S

—

Naive HECO Porcupine Naive HECO Porcupine Naive HECO Porcupine

OO W71 N T 1 T A T 11 I

[CD+21] Cowan, M. et al. 2021. Porcupine: A Synthesizing Compilerfor Vectorized Homomorphic Encryption — PLDI 2021, 375-389.
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» High-Level Batching Optimization
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